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We are in the Cloud Era

Datacenter processing
accounts for 50~60%

amazon N7
advisor*

€ User Perceived Latency >

[1] L. Ravindranath et al., Timecard: Controlling User-Perceived Delays in Server-Based Mobile Applications, SOSP, 2013.




Datacenters: The Giant Game

* | claim there really are almost no companies in the
world, just a handful, that are really investing in scaled
public cloud infrastructure.

* We have something over a million servers in our data
center infrastructure. Google is bigger than we are.
Amazon is a little bit smaller. ... So the number of
companies that really understand the network
topology, the data center construction, the server
requirements to build this public cloud infrastructure

is very, very small.

—Steve Ballmer , Microsoft’s former CEO , 2013



Microsoft’s 15B USD Bet

=

Microsoft Cloud Network ., =

|

e
L ',
\II .'\.
."r
7
|
|
[ Y
' \
Brjsbane )

\
|
( N,
N, Rl
. \I

Legend
J _.l- .
: a
@

e

- “~15 billion dollar bet

e |nternet

Cape Tawn

lerrestrial Networl

sea Netwe

- N

[1] L. Albert Greenberg, SDN for the Cloud, SIGCOMM Keynote, 2015.




Alibaba’s 3B USD Datacenter

[1] P B 2t B RERCHE b 0o P s AL ReAbT7 Bodle Do i, Bl B 5 B2, 2016.



Utilization %

Utilization is LOW

* Survey of Gartner/McKinsey!1-2l: 6%~12%

* Amazon AWS Average CPU Utilization!3! : 7%~17%
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[1] http://www.gartner.com/newsroom/id/1472714.
[2] J. M. Kaplan, W. Forrest, and N. Kindler. Revolutionizing data center energy efficiency. McKinsey & Company, 2008.
[3] Huan Liu, A Measurement Study of Server Utilization in Public Clouds, 2011.




Sharing improves utilizations

random

app #2
i
cpu intensive random |: ApP App
job app [

System 1 System 2

: random Bigtable
i| MapReduce #1 || tablet server

Traditional

0
iy

App | |App| |App||App

H .
2 L]
H L]
= L]
v é
System 1 System 2
i | ‘ ’

Ha r dwa re Virtualized
CPU/Mem/Disk/Network

\,




Google’ s Solutions

Software Optimization
« Batch-Workload Data Center +

— Highly shared

Borg, cgroup,
backup request
LXC, priority,
sync-backup-tasks

——— Google Datacenters Utilization: (Jan-Mar, 2013)1 —
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CDF

Why not increase to 75%7?
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An example: Memcached
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Challenges

e A Tradeoff between

Resource User
Utilization Experienc
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Response Time is Money

e Search
Response time

0.45s20.9s

* Ad revenue
reduces by 20%

Google's Marissa Mayer: Speed
wins

Summary: Marissa Mayer of Google gave a testimonial to speed. Her key insight for the crowd
at the Web 2.

By Dan Farber for Between the Lines | Movember 9, 2006 -- 15:01 GMT (07:01 PST)

Follow @ZDNet

Marissa Mayer of Google gave a testimonial to speed. Her key
insight for the crowd at the Web 2.0 Summit is that "slow and
steady doesn't win the race.” Speed is a huge component and
big market driver of Web 2.0, she said.

In testing out the user interface for Google search, Mayer said
that with more results for a query, users were spending less
time on the site. It turned out that the cause wasn't just the
paradox of choice--paralyzed by too many choices--but the fact
that a page with 10 results was half a second faster that the
page with 30 results. So, Google set about making the page
with more results faster, and the rest is history.



Google’s Efforts in Software Stack

Borg,

Linux Container,
Cgroups,
Backup Requests,
Priority,
Sync-back-tasks,

[1]J. Dean, L. Barroso, “The tail at scale”, Communication of the ACM, Feb. 2013.
[2] J. Dean, “Achieving Rapid Response Times in Large Online Services”, talk at Berkeley, 2012.
[3] Abhishek Verma et al., Large-scale cluster management at Google with Borg, EuroSys, 2015.




Long Tail Latency

* Average latency of most requests is 60-70ms,
but the tail latency can be 1800ms (~30X)
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D. Sites, “Datacenter Computers modern challenges in CPU design”, Google Inc, Feb. 2015.




More Hardware Support Needed

Modern challenges in CPU design

e Isolating programs from each other on a
shared server is hard

— Shared CPU scheduling
— Shared caches

— Shared network links
— Shared disks

oogle Inc. Q\ N 2R {,3%
/Ebmz e NS [N * More hardware support needed
¢ More innovation needed




von Neumann Bottleneck

John Von Neumann
von Neumann Bott | eneck

CPU
Control > Arithmetic
Unit ’ Logic
Unit
//// X

Input Output

John Backus



CPU-Memory Gap

e Memory Wall
* Increase memory hierarchy
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Memory Hierarchy

* On-Core vs. Un-Core
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1/O (Disk --2twork)



Sharing -> Interference

» Cache sharing causes performance degradation

Noisy Neighbors Up to 3.3X
W Without interference M With interference J-. Increase in
0:50:24 - Up to 1.8X run time /-

0:43:12 +
0:36:00 -
0:28:48
0:21:36 -
0:14:24
0:07:12 . '
0:00:00 T .

. gamess povray bwaves tonto deal2z milc lbm hmmer h264 sjeng bzrp mcf omnet_

increase in
run time

Execution Time (hour:min:sec)

Christine Wang. Intel® Xeon® Processor E5-2600 v3 Product Family Performance & Platform Solutions. 2014.




The sharing problem in Google

* Dynamicity: Different mixtures cause different
performance degradation

* Poor QoS: Latency-critical workloads suffer
from longer response time

100%
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85%
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63% -
60%
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[Yang et.al. ISCA ’13] Bubble-Flux: Precise Online QoS
Management for Increased Utilization in Warehouse Scale Computer

[Kambadur et.al SC’12] Measuring Interference Between Live
Datacenter Applications




Hard to Predict

GO Ie Tens of millions of jobs co-run 12,000 servers in a month

« Unpredictable short
jobs
— Test-and-debug

e« B’s one-second burst cause
A’s five-min degradation
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C. Reiss et al. Heterogeneity and Dynamicity of Clouds at Scale: S.Yang et al. Split-Level I/0O Scheduling, SOSP, 2015.

Google Trace Analysis, SOCC, 2012.
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Intel Resource Director Technology

* |In April 2016, Intel released Resource Director
Technology ( RDT ) that support QoS

— Cache Monitoring Technology (CMT)
— Cache Allocation Technology (CAT) [HPCA'16]
— Memory Bandwidth Monitoring(MBM)

3| E5-2600 v4 PRODUCT FAMILY

[ Intel® Resource Director Technology

. Ti INTEI_® XEUN@ PRUCESSUR
J:




NFV w/o CAT

 UC Berkeley’s Experimental results of CAT for
network function virtualization (NFV)

* w/o CAT : throughput degrades by 51%

Virtual
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http://span.cs.berkeley.edu




NFV w/ CAT

* w/ CAT : Throughput degrades by <2% when
dedicating two ways to a specific NF.

Virtual Virtual
Virtual Machine Machine
; Machi MazuNA
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http://span.cs.berkeley.edu




Contention is Everywhere

e HyperThread, LLC., DRAM., Network etc.
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Data Center Era
2010s

M Search, On-line shopping,
Cloud computing,...

™ Priority, Throughput,
Latency, ...

M QoS v.s. Utilization

Separate
Online/Offline
Service

Internet Era

1990s
Applications
sharing ™ HTTP, FTP, VoIP, Stream
infrastructure Media, Game, ...
Different ™ VolP, Game, ...: Latency-critical

_ ™M FTP, VoD,...: Bandwidth-sensitive
Requirements @ Email: Best Effort

1

QoS Problem @ QoS

1994, Integrated services
1998, Differentiated Services
2001, MPLS

Fine-grain solution
Labeling each packet




Labeled Networking

Fine-grain : every packet has a label
Semantic Gap : correlate labels with users’ demand
Propagation : propagate labels in a whole network

DiffServ . process packets differentiately based on
labels

Layer 2 HeaderT IP Packet
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*

MPLS is widely used for VPN and QoS



Arch requires new interfaces

21°' Century Computer Architecture

A community white paper
May 25, 2012

Crosscutting Interfaces

Current computer architectures daﬂne a set of |nterfaces that hava evolved sloww for several
decades. These interfaces—e.g., fio Jre and I

defined when memory was at a premium, DOWEr was ab 'nan; Softw i

limited, and there was little concern for security. Having stable mterfaces has helped foster
decades of evolutionary architectural innovations. We are now, however, at a technology
crossroads, and these stable interfaces are a hindrance to many of the innovations discussed in
this document.

! t 3 ol el ” £ F' Q}' &f ‘-': C'Y T
sec:untyI ‘ora desrred Oualrty of Senfrce (QoS) level. Jnstead current hardware must fry to glean
same of this information on its own—such as instruction-level paralrehsm or repeated branch
outcome sequences—at graat energy expense New highe

psulate and =) ram| pile

New, high-level interfaces are 1/0 (Diskgraggtwork)
required to convey programmer
and compiler knowledge to the
hardware.

215t Century Computer Architecture

Labeled
Architecture?




The Computer as a Network

« Hardware components communicate via internal
packets, e.g., PCle packets, NoC packets, QPI packets
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Labeled von Neumann Architecture ( LvNA )

* Fine-grain : attach a label to each memory and I/O request
« Semantic-Gap : correlate labels with VM/Proc/Thread/Var
* Propagation : propagate labels in a whole machine

 Programmable label control logic (CL): : provide
differentiated services based on different label-indexed rules

2. Semantic-Gap

*

4. Programmable | nn

4 .

Label logic ~ **-.,,

Bao and Wang, Labeled von Neumann Architecture for Software-Defined Cloud,
Journal of Computer Science and Technology, 2017 Vol. 32 (2): 219-223.



Goal

w/o loss of QQS
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Labeling + CP = Priority Queues

* PriQ can achieve both utilization and QoS

[ M/M/ ) ! M/M/1/PR A
@= IE@ N o
! R e R+ piW,
e W2 = 1-p1—p2

Low-priority loads \ |'.|Igf1
cannot affect W, Priority
N -
R
P1T P+ Ps3
\ 1-p1




Programmable Architecture for Resourcmg -on-Demand
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Ma et. al, Supporting Differentiated Services in Computers via Programmable
Architecture for Resourcing-on-Demand (PARD), ASPLOS, 2075




Challenges in Reconstruction

J——— ' CPU Cores Other I/O
: CPU Chi : !
: ? : . Devices
: - Other
‘ Core 0| |Core 1| *** |Core N Devices |
{| shared Last Level Cache || } e
- E . o ; Intrp!é .
M I+ | Memory |- /OBus | & C]:,O . —
lllll [ [—r | [ set |
Y ™ Controller L) | Interface ™ : Ldaall Disk : .
i : - ' Interface Devices - Disk
................................... Controller

1. How to enforce labeling mechanism?
2. How to design control logics?
3. How to design programming interface?



Challenge #1

How to enable computer hardware to
distinguish different applications?

g S =)
=
o = =

reality

37



Label Sources

Add label
registers

DS-id. DS-id

: —

Disk

w
(0¢]




Propagate Labels in Datapath

CIOI:e Core : Core ) CO re ->
Ds-i;;l D?iig D1{i3

o Y s Y o | o o o o o o o o o o v o o o o o o o o o o o |
o Y o Y o e o Y s e e o o e e o e e o e o o e e o s ) o o

Shared Last Level Cache

0000

Controller

Labeled Request ‘%
/0 Memory
L Chipset J { J

] @ I G I | | o )

DS-id DS-id DS-id DS-id
{ Disk [ Disk J [ Disk L NIC bs-id
) = DS-id
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Propagate Labels in Datapath
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How to User Labels

Cache
Partition

* Rate Limit
* Encryption
* Compress

Pority-based
Scheduling




Challenge #2

How to design control logics for a diversity
of hardware?

Control Logic (CL)

42



CL Design Choices

Table-based g Processor-based

system.membus

rQq ﬁ iooﬁid
ad | Il
m . i rbrd rl, <reg-type offset>
XtBridge | cmp rl, REQUEST
4 _1 1 ' 64 | ) Requ?st | be .request
. KB Queuing cmp r1, RESPONSE
oidl | pril | [0,4GB] [ Logic be response
oid2 | pri3 |[4GB,6GB]K20% ! ! uCPU == .dist?e::tch:
rbs
old3 | pri2 |[6GB 9GB]Kk2

l i b .loop
ctrl tbl request:
call encrypt
Vl Sl b .dispatch
A -response:
m call decrypt
s .8 — b. dispatch
i PriorityQ | mming Spee

Data plane Logic
. 1 »

¥

. . « Support advanced
« Simple to implement, Fast

, functionalities
« Inflexible

« Complicated, slow
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Table-based CL Design

Three Tables + Programming Interface + Interrupt Line

| Parameter Table | Statistics Table |Trigger Table

Param1l Param2

Param1

Action-1
Action-2
Action-3

Programming
Interface

Control Plane

« Three Control Table: Parameter / Statistics / Trigger
« A Programming Interface: Control Tables R/W

« A Interrupt Logic: Send Interrupt when trigger condition

meet

44




Integrate into HW Components

Cache Controller Memory Controller

Request from NoC/Crossbar Req & Resp
R Request DS-id —— ———— — 1 from/to DRAM
I (1)]tag (1) Original Request ‘ Contrllor Request from LLC Response to LLC Cmd & Data from/to DRAM Chip
I = i |« Update | DS-id | Addr | Data | Cmd | | DS-id | Addr | Data | | Original Req | RowBufID |
: (1 — Tag1 A1V1M1 hit (3) B | ‘ A
| index[ Tag, | AVoM, v 5
| > (2)
| Tais A3V3M;3 — A Address |Bank State PHY
I . 2.0l Meyict owner _DS-id |addr & data Translate | Col/Row  |(3) Machine
| |evict_wayp.y , Vevia A RowBuflD
: (2) Way Partitioning Data (3) Response
| | Enabled Pseudo-LRU Array to NoC/ Request Offset ; :
| — ‘ Crossbar DS-id iRowBuflD  [Priority Update;SignaI (5) _ RegDon

iy e R S —— e T ———

v(1) v v (5) v '
DS-id; | WayMaskBits; DS-id; | MissCnt;, | HitCnt; | ... DS-id, | Cond; AddrMap; | Priority; DS-id; | avgQlat; | ServCnty | ... Ds-id; | Cond;
DS-id, | WayMaskBits, |[«—»| DS-id, | MissCnt, | HitCnt, | ... DS-id, | Cond, DS-id, | AddrMap, | Priority, <> DS-id, | avgQlat, | ServCnt, | ... DS-id,  Cond,
Parameter Statistics rTrigger Parameter Statistics Trigger

Programming Interface ‘ —»@7
A

Cmd & Data from/to PRM Interrupt to PRM i (5)

Control Plane,

Programming Interface ‘
Cmd & Data fi to PRM I Int t to PRM 5
m ata mm/ 0 nterrupt to ( ) Controf Plﬂne

Common Control Logic Structure
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Challenge #3

How to define/program resourcing-on-
demand policy into hardware

| Parameter Table | Statistics Table |Trigger Table
DS-id+ Paraml  Param2 .. DS-id1 Statl Stat2 DS-id1 Cond-1 Action-1
DS-id2 Paraml Param2 .. DS-id2 Statl Stat2 DS-id1 Cond-2 Action-2
DS-ids . R DS-ids . pg DS-id2 Cond-3 Action-3
: P R
Programming PSR
e COmpare s
Interface
Cantrol Plane

Policy?

46




Platform Resource Manager (PRM)

« Augmented IPMI
&) @ /sys/cpa

« Connect all control logics (CLs) ;-aﬁpao
v ident
e Run linux-based firmware bl type
. - E)f@w |doms
* Abstract CLs as files . @M@ ldomo
.1 - El@ parameter
. paraml
VMn . : param2

gCore; © . @M@ statistics
DS-id . .

. - @ W trigger

=] .
T = o ldom1
l 5588888888885 25528525852 Déj . B @ ldom
: B f@w Idom2

- B faw cpal
- B @ cpa2

Programming |centralized
PRM

<

Monitoring & Interrupts ”



Access Control Logics

B @ /sys/cpa

Query Control Logic Info £l faw cpa0
cat /sys/cpa/cpa0/ident NG EE ident
cat /sys/cpa/cpa0/type :-=‘ type

EI ﬁ ldoms

B faw |domO

Query Parameters ) f@ parameter
cat /sys/cpa/cpa0/.../parameter/paraml — '_j paraml

. .y [3) param?2
.. [ f@w statistics

Setting Parameters — L@ trigger

echo 10 > /sys/cpa/cpa0/.../parameter/param?2 ¥y 5 ldom1
@ faw ldom2
--B] faw cpal

- faw cpa2
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Trigger->Action

1. Register trigger

pardtrigger /dev/cpa0
-ldom=0 -action=0
-stats=miss_rate -cond=gt,30

2. Prepare action scripts

Example 2: /cpa0 _|ldom0 t0.sh

1 #!/bin/sh
2 echo “<log message>" > /log/triggers.log
3 cur_mask="cat /sys/cpal/.../waymask’
4 miss_rate="cat /sys/cpa/.../miss_rate’
5 capacity="cat /sys/cpal.../capacity’
6 target=update _mask(

Scur_mask, $miss_rate, $capacity)
7 echo $targe > /sys/cpal.../waymask

3. Install trigger action script

echo “/cpa0_ldom0_t0.sh” >

/sys/cpa/cpa0/ldoms/IdomO0/triggers/0

Elﬁ/sys/cpa
ElﬁcpaO
SEREE =] ident
B type
B f@w 1doms

. B @ 1dom0
. @@ parameter
@@ statistics
' @ trigger

aﬁ 1doml
- G 1 dom2
= ﬁcpal
.ﬁcpaZ
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Unmodified

Microblaze version

RISC-V version
Unmodified éUnmudiﬁed éUnmodlﬂed
Linux . Linux
I/O Subsyster,

Implementation
® Full-system cycle-accurate simulator

® FPGA prototype on Xilinx VC709 evaluation board
)8

PRM UART

Linux
Logic | Logic ‘ Logic ‘ Logic
o
Simulated PARD Server fa—
4*core, 8GB — 3 lon|

on
* available at http://github.com/fsg-ict/PARD-gem5

Intel 82575 NIC

SR\ PCI-E Gen3 x4
RootComplex

PRM SFP

* check http://github.com/fsg-ict/PARD-fpga



@) AXi4MemoryBus <4mmp AXI41/0Bus < Labeled Intr. «——— CPN Bus (1?C-based)
T.aimawa>xx PC
’ IP: 192.168.1.1
(dhcp, tftp, httpd)
LDom LDom LDom LDom L]
#1 #2 #3 #4
\— —~ _/ SFP+ + 4 UART
Core Control Logic = juus
&) FthO - =
<
b =
@) Ethl - S
(Vo)
T < m
Cache Control Logic & Eth2 - s
Cache / XBar =
@) UART*4 - =
-}
) S
Control Logic ju i A A — » PRM %J_
Memory Controller “ (MicroBlaze
(MIG7) SoC)

CPN Switch




Case 1: Add address mapping into CLs

« The whole server is partitioned into several sub-macines




Bare Metal Virtualization w/o Hypervisor

Application Application Application Application Application Application
Operating Operating Operating Operating Operating Operating
System System System System System System

____________________________________________

4 N
. / 1
Hypervisor l\\ )

T o C

Web application (non-virtualized)

e retomane

Performance component IBM SoftLayer AWS
' Maximum requests per second (RPS) | 21.765RPS | 16079RPS
. Average requests per second 3,628 RPS 2,680 RPS _
'. .Cl-)gt-b.e-r.l;r;i-.t-drﬁgb-rk.{hvﬂ.-..-.--. Isaa?é\l{éFéééw;l..l.llIIIIIIIIII -siig7aaé;5éé§ﬁ§.-.--.-.--.-..-1.'. Bare-l I Ietal

Messaging (network-intensive) } beats Virt- by
up to 40%

Component IBM SoftLayer AWS EC2

Total cost $128,112 $225,179
E‘ Messages per second (MPS) 70,925 MPS 51,995 MPS .E
“[Cost per unit of work (MPS) 51.81/MPS 54.33/MPS d /




Address Mapping in DRAM CL

R ControlPlane

_ MMU

Cache
Backend

DDR
Controller

.ll.:J"llli"'lll"'lll"'l

AXI Slave
TI I' arfaw user  [UUCEETMETE
(DSid) Statistics Table
Other | . /5w addr base limit priority
Signals |~ — |~ 1 0x00000000  0x80000000  High
""" 5 0x80000000  0xC0000000 | Medium

L)

- .
""suguuunnns®

AXI Master



CPUZS /o HI IR

Local Memory
PROM

A

Micro llaze &

Core CP

IC DC DP
: Intr Routing

> | )
AXI

Core Control

I : Tagging

e » I2C Interface

s DSid Tagged Interrupts

<mmm) AX141/0 Bus w/ DSid

Core Control Signal: Reset/Startup/Shutdown

AXI4 request from CPU /O Control Plane Design

&= ~X14 Memory Bus w/DSid

Interrupt to CPU
(DSID =2, Intr = 3) *

AXl4.aruser = 3

____________________ R 3 0x4000 - 5

AXI4.araddr = 0x60000000 /|
A\

AXl4.araddr = 0x60004000

aue|d [0J3u0d Q/]

A
\4

Device

. Phy intr NO. = 5

Device interrupt



PRM startup LDom#1

Bare-Metal Virtualization
without Hypervisor

root@prm core_bd:~# sh kszh 1
Download required files from server ...
Connecting to 192.168.1.1 (152.168.1.1:80)

u-boot-s.bin 106% |
Connecting to 192.168.1.1 (192.168.1.1:80)
314.ub 100% |

| 217k ©0:00:00 ETA

LDom#1 w/ Ethernet

Connecting to 192.168.1.1 (192.168.1.1:80)

| 5225k 0:00:00 ETA

IP:192.168.1.124

system-mv-eth.dtb 1008
Configure KlLoader for logic domain ...
copylng uboot using CDMA ...
1+1 records 1n
1+1 records out
copying kernel image using CDMA ...
40+1 records 1n
40+1 records out
copylng device tree file using COMA ...
O+1 records in
o+l records out
startup ldomo ...
Run bootm 0x8400000Q—
root@rm core_bd:~# ping 152.168.1.124
PING 1592.168.1.124 = s 3
64 bytes from 192.168.1.124: seq=0 ttl=64 time=5.598 ms
64 bytes from 192.168.1.124: seq=1 ttl=64 time=2.506 ms
64 bytes from 192.168.1.124: seq=2 ttl=64 time=2.578 ms
it
1

ot t up system

ata bytes

64 bytes from 192.168.1.124: seq=3 ttl=64 time=2.534 ms
54 bytes from 192.168.1.124: seq=4 ttl=64 time=2.502 ms

| 11114 ©0:00:00 ETA

LDom#2 w/ Ethernet, ip: 192.168.1.125
download file from server

INIT: Entering runlevel: 5

Configuring network interfaces... net eth@: Promiscuous mode disabled.
net eth@: Promiscuous mode disabled.

net eth@: Promiscuous mode disabled.

udhepe (vl.22.1) started

Sending discover...

libphy: 48000000:01 - Link 1s Up - 1000/Full
Sending discover...

Sending select for 192.168.1.125...

Lease of 192.168.1.125 obtained, lease time 600
éetc;udhcpc.d;5odefault: Adding DNS 8.8.8.8
one.

Built with Petalinux v2014.4 (Yocto 1.7) fsg_mbcore_bd /dev/ttyuULO
fsg_mbcore_bd login: root

Password:

login[313]: root login on 'ttyULO!

root@fsg_mbcore_bd:~# wget 192.168.1.1/yzh/test

Connecting to 192.188.1.1 (192.168.1.1:80)

random: nonblocking pool 1s initialized

test 100% | | 65536k 0:00:00 ETA
root@fsg_mbcore_bd:-#

Creating /dev/flash/* nodes
random: dd ura ead with 1 bits of entrepy available
starti ox inet Daemon: inetd../ done.
e-rc.d: Jetc/init.d/run-pestinsys exists during rc.d purge (continuing)
Removing any system startup links for run-postinsts
fete/res.d/S9%run-postinsts
INIT: Entering runlevel: 5
Configuring network interfaces..
net eth0: Promiscuous mode dis
net eth0: Promiscuous mede di
udhcpe (v1.22.1) started
Sending discover...
libphy: 48c000000:01 - Link
Sending discowver.

Sending select fcl; 192.168.1.124. !

Lease of 192.168.T% TTTeT; ase time 600
Jetc/udhepe.d/S0default: Adding DNS 8.8.8.8
done.

net ethO: Promiscuous mode disabled.

s Up - 1e00/Full

Built with Petalinux v2014.4 (Yocto 1.7) fsg_mbcore_bd /dev/ttyuULo
fsg _mbcore_bd login: root
Password:
login[313]: root login on 'ttyULO!
root@fsg_mbcore_bd:~# 1fconfig etho
etho Link encap:Ethernet Hwaddr 00:0A:35:00:A2:01
inet addr:192.168.1.124 Bcast:0.0.0.0 Mask:255.255.255.0
UP BROADCAST RUNNING MTU:1500 Metric:l
RX packets:13 errors:@ dropped:0 overruns:@ frame:0
TX packets:6 errors:0 dropped:0 overruns:Q carrier:0
collisions:0 txqueuelen:1000
RX bytes:2408 (2.3 KiB) TX bytes:1172 (1.1 KiB)

root@fsg mbcore bd:-#

LDom#3 w/o Ethernet
check cpu&memory&kernel

root@fsg_mbcore_bd:-# free
total used free shared buffers
514044 15276 498768 (0]

~:512IMIB iemary, Linux-3.14.2

Linux fsg_mbcore_bd 3.14.2 #3 Tue Sep 8 09:54:18 CST 2015 microblaze GNU/Linux
root@fsg_mbcore_bd:~# |




Case 2: Cache Partitioning

* 4 Ldoms: 1 X429.mcf + 3 X Attacker
* Allocate different LLC capacities
 Perf. degradation: 7% vs. 48%

IPC

1 100% _ .
725 (~48%) H \ |
0.8 < > 80% i Y caorem——d
115 (~7%) I e Y 1AW
0.6 : - o 60% e h'!!‘ U
0.4 rlLi:i 5 40%
P —
L £ ! -
0.2 MI h% | 1 . 20%
EM “““fr -y
D T | D% ] | | ] ] ] I |
0 50 100 150 200 0 50 100 150 200
Time (seconds) Time (seconds)

e | DOM#EQ  SOlO s Dom#0 + 3* attacker ==L Dom#0 + 3* Attacker + “T->A”



Improve Utilization w/o Loss of QoS

CPU Utilization 4X
e Memcached: Tail Latency <1.5ms

Memcached Response Time

30

solo
- w/ LLC Trigger _— memcached
£ shared utilization S lonk
= o o
= 25%->100%
-
(0]
glo co-run with interference
7]
o w/ LLC Trigger
0
10 12.5 15 17.5 20 22.5 25

Kilo Requests Per Seconds (KRPS)



Labeled RISC-V

* Hardware — more exploration
» Software — better ecosystem
» Goal — establish the labeled RISC-V branch

e oot G5 UC Berkeley Architecture Research
Berkeley, CA http://bar.eecs.berkeley.e... info@riscv.org
e, mentry.S: fix not receiving IPI for other harts (#38) -

y machin
o ¥
sashimi-yzh committed with aswaterman on Sep 16

Commits on Sep 10, 2016

I B | Attempt to disable FPU if using no-FPU pk/bbl
+ = aswaterman committed on Sep 10 RI SC _V
. _* Add -p flag to pk to disable demand paging ‘ Berkeley, CA http://riscv.org info@riscv.org

e=="% aswaterman comritted on Sep 10

machine, emulation.c: fix the condition of rdtime emulation (#37)

\== sashimi-yzh committed with aswaterman on Sep 10



Hardware - LvNA

 Labeled von Neumann Architecture
 Extend PARD to all resources

Application
4 Software- r Schedule Framework
defined | 2. Sematic | Compiler
contrc.)l.l.ogic n:1 “‘. association Runtime Library
."u Operating System
Hypervisor
Hardware




Hardware - LvNA

 Labeled von Neumann Architecture
 Extend PARD to all resources

ROB

Application
@ Schedule Framework
¢ ¢ e

cL cL cL Compiler
= ) 0 : :
‘ I | T I Tl = " Runtime Library
c[a s ] | Operating System
(| D ) D A G O ’ )
0 Hypervisor
0
Hardware




Hypervisor - NoHype &mm

* Push the software hypervisor down to LVvNA
 Remove run-time overhead

Application
Schedule Framework
Isolated by NoHype > Compiler
1/ L Runtime Library

I | Operating System

Hypervisor
VM, VM3 software VMM

Hardware

LVNA
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Partition #1

NoHype Example

root@erm core_bd:~# sh kszh 1
Download required files from server ...
Connecting to 192.168.1.1 (192.168.1.1:80)

Partition #3

u-boot-s.bin 1068% |
Connecting to 192.168.1.1 (192.168.1.1:80)

314.ub 100% |
Connecting to 192.168.1.1 (192.168.1.1:80)

system-mv-eth.dth 1008
Configure KLoader for logic domain ...
copying uboot using CDMA ...
1+1 records 1n
1+1 records out
copying kernel 1mage using CDMA ...
40+1 records 1n
40+1 records out
copying device tree file using CDMA ...
o+1 records 1n
o+1 records out
startup ldomo ...
Run bootm 0x8400000p
root@rm _core_bd:~# pi
PING 192.168.1.124 3 ] 5
64 bytes from 192.168.1.124: seq=0 ttl=64 time=5.598 ms
64 bytes from 192.168.1.124: seq=1 ttl=64 time=2.508 ms
64 bytes from 192.168.1.124: seq=2 ttl=64 time=2.578 ms
1
i}

pgot to startup system

B data bytes

64 bytes from 192.168.1.124: seq=3 ttl=54 time=2.534 ms
64 bytes from 192.168.1.124: seq=4 ttl=564 time=2.502 ms

Partition #2 Linux-3.14.2

e

INIT: Entering runlevel: 5

Configuring network interfaces... net eth0: Promscuocus mode dissbled.
net etho: Promiscuous mode disabled.

net ethD: Promiscuous mode disabled.

udhcpe (v1.22.1) started

Sending discover...
libphy: 48000000:01 -
Sending discover...
Sending select for 192.168.1.125...

Lease of 192,168,1.125 obtained, lease time 600
éetc!udhcpc.d/ﬁﬂdefeult: Adding DNS B.8.8.8
one.

Link 1s Up - 1000/Full

Built with Petalinux v2014.4 (Yocto 1.7) fsg_mbeore_bd sdev/ttyllO
fsg_mbcore bd login: root

Password:

login[313]: root login on 'ttyULO'

root@fsg_mbcore_bd:—# wget 192.168.1.1/yzh/test

Connecting to 192.168.1.1 (192.168.1.1:80)

random: nonblocking pool 1s 1nitialized

test 10@6 | ******(**ﬂ(i"*'tU**W******WWW*| 55536k 0-: 00 5 00 Erlh
root@fsg mbcore bd:-#
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Creating /dev/flash/* device nodes

random: dd urandom read with 1 bits of entropy available

starting Busybox inet Dasmon: inetd... done.

update-rc.d: Jetc/init.d/run-postinsts exists during rc.d purge (continuing)

Removing any system startup links for run-postinsts ...
Jjetc/reS.d/S99run-postinsts

INIT: Entaring runlevel: 5

configuring network interfaces... net ethD: Promiscuous mode disabled.

net ethD: Promiscuous mode disabled.

net etho: Promscuous mode disabled.

udhepe (v1.22.1) started

Sending discover...

libphy: 48000000:01 - Link 1s Up - 1000/Full

Sending discover

Sending salect fnt 192.168.1.124..!

Lease of 192,168.T: f ~ ase time 600

éetc[udhcpc+dIEGdefault: Adding DNS 8.8.8.8
one.

Built with PetalLinux v2014.4 (Yocto 1.7) fsg mbcore bd sdev/ttyuUlLO
fsg_mbcore_bd login: root
Password:
login[313]: root login on 'ttylLO!
oot@fsg _mbcore_bd:-# ifconfig ethD
tho Link encap:Ethernet HWaddr 0O0:0A:35:00:4A2:01
inet addr:192.168.1.124 Bcast:0.0.0.0 Mask:255.255.255.0
UP BROADCAST RUNNING MTU:1500 Metric:l
RX packets:13 errors:0 dropped:0 overruns:® frame:0
TX packets:6 errors:0 dropped:0 overruns:@ carrier:0Q
collisions:0 txqueuelen:1000
RX bytes:2408 (2.3 KiB) TX bytes:1172 (1.1 KiB)

root@fsg_mbcore_bd:-#

Partition #4

root@fsg_mbecore_bd:~# free

total used free shared buffers
Mem: 514044 15276 498768 Q o
-+ buffers: 15278 AGE7TEE

Swap: (4} o a

root@fsg_mbcore_bd:~# unams -a

Linux fsg_mbcore_bd 3.14.2 #3 Tue Sep 8 09:54:18 CST 2015 microblaze GNL/L1NUx
root@fsg_mbcore_bd:-#




Operating System - Fine-grained labeling

« Add fine-grained label as context resource

* Process Finished (Po | Py
. Process ( e
* Process/container-level e | YW | | Application
e Thread-level labeling ( core > Schedule Framework
= Compiler
* Address space = %
_ Runtime Library
* Function-level dsid | start | end > :
Operating System
. Obiect-level 1 0x8000 | Oxffff \ .
) 3 0x2000 | Ox27ff | Hypervisor
e Provide libraries Address space L Hardware

relative labeling

» pthread create with_dsid()
* malloc_with_dsid()



Compiler - collect QoS info. from prog

» Express QoS info. from source files

» Additional compilation results

« Address space relative labeling info
« Extra ELF sections for loader

* Resource requirement

* QoS desc. file for schedule framework
Binary QoS Desc.

dsid

start

end

0x8000

Oxffff

0x2000

Ox27ff

;\ rcall sort

SLA =10s
working set
= 64KB

S &

#progma qos(10s)

sort();

%

&

openstack

Application

Schedule Framework

Compiler

Runtime Library

Operating System

Hypervisor

Hardware




Sche. Framework - QoS resource schedule

* Expose QoS resources to schedule frameworks
* Integrate QoS resources into OpenStack GIEE

Application

"

AVAYA
VAVAY

Schedule Framework

kubernetes

Compiler
u Runtime Library
openstack '

Operating System

Hypervisor

Hardware




Open Problems

Theory : How does LvNA impact on RAM, PRAM, LogP models?

Hardware/Arch: How to implement LvNA at in CPU, memory, storage,
networking?

Programing Model and Compilers : How to express users’ requirements and
propagate to the hardware via labels? How to make compilers support
labels?

OS/Hypervisor : How to correlate labels with VMs, containers, processors,
threads? How to abstract programming interfaces for labels?

Distributed systems: . How to correlate labels with distributed resources?
How to manage distributed systems with label mechanisms?

Measurement/Audit : How to leverage labels to gauge and audit resource
usages?



Summary

4. Software-

defined 2. Sematic
control logic lm | K association

mAa “
sl e
- iR s
)
e, e .
1 Fine- = ““‘_“';.::v 3. Propagation
grained object —

- QoS: extremely important for improving utilization
- LvNA: a model of software-defined architecture

- PARD: a proof of concept of LVNA



Thanks



Overhead of Control Logic

PRM UART

1/0 Subsyste

Controller

EW

I/O Subsystem
PCI Express

| i I/O Subsystem | i
Ethernet

i T EE W

W

s

':E' !! 1 f’ ii

Memory Controller: 10.1% LLC: 3.5%

®Logic LUT = LUTRAM «FF
1200

900

64 128256 64 128256 64 128 256 64 128256 64 128256 64 128 256

Statistics Parameter  Trigger Statistics Parameter  Trigger



Extra Delay Analysis

* Memory Controller: CL
significantly reduces
qgueuing delay of high-
priority requests by 5.6X

« Cache: Cl’s logic can be
hidden in the pipeline of
caches.

Request from NoC/Crossbar

Req & Resp

———-1_Request DS-id -—-—-———— y from/to DRAM

N
(1)}ta _(1)y

El” Tagll A,ViM,

index - Tagx| A;V;M,

O_Ds-id,

] Tag; AsViM,

O_DS-ids

evict_way“ n)

All- n) Mmt!l r

N

1 =
. “Low Priority
0.6 4 w/ Control Plane
w N
8 w/o Control Plane
04 High Priority
0.2 w/ Control Plane
U T T 1 —TT —T T N—— —TT  —— T
0 20 40 60 20

Delay Cycles

|
|

|

| ] Voo | Wb 6o
: (2) way Partitioning

| | Enabled Pseudo-LRU

v A _request DS-d _

(1) S Y, . Y _ Y
DS-id, | WayMaskBits, | DS-id; | MissCnt; | HitCnt, | ... DS-id,

Original Request M ContrlLor
<« Update k

0_DS-id, hit(3)

refill_dat ___MSHR _jws{ 3

T WBBuf }"
S

owner_DS-id |addr & data

|

[ |
hit_wayj;_n) ] A Data k@) Response
ewav ] ) | Arra —»| [ toNoC/
evic_wayj o~ | Y ™  crossbar

5

| DS-id; | WayMaskBits, » DS-id; | MissCnt; | HitCnt; | ...| —» DS-id,

)

Parameter Statistics

Trié;er

\

\ Programming Interface}
Cmd & Data from/to PRM

—————Compare>+——
Interrupt to PRM I‘S} Control Plane




Cache CL: No Extra delay

« CL operations are hidden in the pipeline of
a write Request

Receive
Write
Request

Lookup Parameter Table

Access
TagArray

Access
LRU-
History

A

|«

Enhanced LRU

Access DataArray

Access
MSHR

|«

with Way-Partition
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|«

Update
TagArray

Update Statistics Table

Check Trigger Table

]

Send
Memory
Request




